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Introduction toAPI Gateways

AnAPIGatewayis an APl management server that has information about endpoints. It is also capable of
performing authentication, rate limiting, load balancing and more.An API Gatewayis an important
concept in micro services architecture. It acts an entry point faermal clients (that is not part of the

micro service system) and application.

Why We Need API Gateway

Consider a case study of a complex pageduct page) of an-eommerce application. If we look at the
below page of Amazon product listing, we can aeet of information needed to be rendered by this

specific page.

As allmicro services have been deployed separately on a different séhaeclient wants to access these

services, at least seven (7) calls have to be requested for a single page.

easypaisa
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Figurel: Accessing Microservices through direct call

Sven different callsvill be madefor calling serviced?erformance, resource consumpti@mndload timewill
be affected The cliens arecloselycoupled with dlthe services, and Reviews and ratingnicro servicegre
separatedn two different serviceghe client codeneeds to be updateddne callwill be madeto get reviews,

andother to get ratings, whichwill affectthe performanceand load time
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Resolution

The recommended solution and approatchavoid multiple calls an APIGateway. An APl Gatewayactsa
layer between thedient and micro services. i$ front-facing service for all of the micro servicésay client
who wants to access the micro serviced] only callAPI gatewayAPIGatewayfurther makes a call tohe
requiredmicro services and gethe responseThis process is callédP|Composition.
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Overviewof the APIDevelopef2 guide

ThisAPIDeveloperguide will helpyou to understandthe process of getting started oveel€nor Mobile
Banking Open API platform. TMB Open API platfofacilitate developers and different corporate
clients/companiesn offering digital payments services on webrtalsandapplications e.g. Bill Payments &
Interbank funds transfer.

This document will definen-boarding processi brief and simple mannetp help external users of TMB
Open API platform.
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Figure3: TMB Open API Platform
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IntendedAudienceof the document

Telenor Bank Internal Users
Telenor Bank external users/clients
Develogers

Fintechs

=A =4 =4 =

TMB Open API platform

TMB Open APk a complete, modern, intuitive and scalable API platform that allows creating, securely
exposing, managinghrottling and monetizing APIs across so that users can power digital applications.

Components oTMB OperAPI Platform
Management System (APl Manager) and Gateway Service

Major componentf TMB Open platfornare Management System (APl Manageahd Gateway Service

TMB Open API Platforelps organizations quickjymp intothe APl economy. It enables them to innovate
faster, reach new customers and gain competitive advantages by facilitating the rapid delivery of applications
and services.

Developef) Rortal

TheTMBDevelopef2 Bortal provides a customizable seHrvice wekbased portal to application developers

to explore, discover, and subscribe to TMB Open APIs. Application developers can access the Developer Portal
Ul to register their applications, discover APIs, use thgiired APIs in their applications (with access
approval where necessary), and subsequently deploy those applications.

The DevelopdR ®ortal additional features includesoFums, Blogs, andComments for socialization and

collaboration. APl consumers cars@lview analytics information about the APIs that are used by an
application or used within a consumer organization.

10
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Develop
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Figure4: API Open Platform

Getting Started

Using TMB Open API developer portal, external users can bréwmegh the usecases which are published
by TMB as an open API service and can identify thease as per their need. TMB developer portal is a full
a2t dziAz2y F2NJ SEGSNYIt dzaSNa (2 AyiSaNridS OAal ¢a.

You can access TMB developer portal throfadlowing link.

Sandbox Environmentvww.sandbox.developer.easypaisa.com.pk

Production Environmentwww.developer.easypaisa.com.pk

1. Browsing and Accessihgt L Q &

TMB Open API Platforfacilitateuserstod N2 4 &S G KNRdzZIK Fff GKS | @FAflofS
FAlGA 6A0GK GKSANI NBldZANBYSyGaod . St2¢ YSYyidAaz2ySR | NB
1 Bill Payments.

1 Interbank Funds transfer.
1 Easypaisa Accoumegistration.

Jecifications,Request/Response packetiResponse codeand other detailsire available for all available
ltLQa G2 3IAPS Ayaraakd 2F 'tL G2 GKS dzaSNJ

11
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2. Register & Sign up

Creating an account over TMB Open API platform is free andS@pye sign up and selfegistration process
allows the aternals to create their accounts before testing any API. When an externagetsegistered

he will be assigned a unigu@ient IDand Client secret These credentials will allow the external users to
I 00Saa GKS !'tLQa 2 g€nlaciUsy RSapords WailkbneEoy ¥s&s dgetitheir
integration queries clarified.

3. Create test application

Once the userreates accounthewill 6S +fft2¢6SR G2 | 00Sadaa (KS toa. al\
SELISNAYSY(d GKS AyidS3INI § Ditymnentaffonfer eact XP&ill e 2vaifble to Y R ! t
provide insight and help the user

Userswill be able to integrate and test their applicationassle freénn sandbox environment€ontact US
I YBuppBriQ Aa I+ @FAfFofS F2NJ dZASNE G2 F2NJ Fye KStLI NBIJ

4. Business Onboarding

hyOS @2dz KIS &A3JIYySR dzZlJ 2 GKS 9l aeLllAral 5S8S@Sf 2LISN
touch wih our business teams. The business onboarding will be done in parallel with the development. The
business onboarding entails number of steps including;

1 Vendor onboarding
1 Contract signing
1 Billing charges agreement and much more.

5. Golive Production applation

After integrationand sandbox testingusercanrequest for production environment access/er developer
portal. For production environment accessers have to sign a contract with TMB (where applicabiB
sales or business team will get irutth for the contractual requirements with the external user and to finalize
the product pricing with client against each API.

Once the user is done with business and contractual requireméetsyill go to the production developer
portal and create an aotint, once the account isreated,he will be able to create appnd subscribe to
LINE R dzO (i .oy app dreati@@lient ID andClient Secretvill be generated on developer portal which
will be used in the header parameter of every API. Please @dient Secrebnly appears on the screen for
one time so do noinissit.

For production environment team will also provideJIRA 100 the user where they will raise production
support tickets to the team in case of any issue.

12
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Requesting Staging Inventory for Testing

In order to test the APIs, inventory must be created faggg.Then, his will be used to populate parameters
for API requestsfor example Retailer user ID, PIN and MPQOS, or Subscriber MSISDN and Pidsphill
consumer number, test bank account numbers. etc

For requesting this inventory, please visietdeveloper portal and sign up for an account. After confirming
your developer portal account via email, please proceed to create a new application on the developer portal.

Keep thedient ID and Secret pair safe, as the client secret is only shown olease proceed to thelelp

section of the developer portal and go @ontact UsFill in the form with your informatiornmake sureto

provide the email address that was used to sign up on the developer portal. Then please provide the following
informationin the message:

w Subject: Request for Staging Inventory for Testing
User name on developer portal

Application Name on developer portal

Client ID for the application

API product name for which inventory is required
API name for which inventory is neiged
Parameters whose values are required

Upon verification of all the above information, you will receive the inventory for testing on the email address
provided in theGontact usform.

13
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Utilities
Following APIs are used in different use casdstch relevant datain order to complete end to end flow
of APS.

Get Banks List

¢CKA& !'tL NBOGdz2NyaE Fft o0Flyl1aQ AYyTF2NNIGA2Yy FTNRBY O2yTA
parameters irother APIs, such as Subscriber and Retailer IBFT inquiry and transfer use cases.

¢tKSNBE Aa y2 LIet2FrR Ay (KS o62Reé 2F (KA&a !'tLQ&a NXBIJd
Endpoint URL: <BASE URL>/utilities/GetBanks

Operation Name: GetBanks

Time-Out: 140 Sec

Request Attributes
Request Hider Parameters

The header parametersIBM-Clientld and XIBM-ClientSecret are mandatory for all API calls, and are
used to authenticate the requester. TheCkannel parameter determines the channel calling the API.

X-IMB-ClientId API Authentication credential Yes
X-IBM-ClientSecret APl Authentication credential Yes
X-Channel 1 For Sandbox, X Channel will be shared at the Yes

of onboarding.
1 For Production, X Channel will be shared at
time of Production onboarding.

Response Attributes

Request Body Parameters

ResponseCode String Yes
ResponseMessal String Yes
Banks Array No
BankName String No
BankTitle String No
BankShortName String No

14
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Response Codes

0 Successful execution

1 Error in processing request

-1 Exception occured

2 Session Validation Failed
001 Insufficient sender balance
012 Generic error (EWP Error codes)
014 Header of Header elemeimicorrect
015 Invalid Body or body element
401 INVALID CREDENTIALS
403 NOT AUTHORIZED
404 Not Found
500 Internal Server Error

Sample Request Headers
X- IBM- Client - 1d : 1d73464a465d5dee1886f0dbf8f67ab0
X- IBM- Client - Secret : 79bbcc980cd3268ch26ff46a50607221

X- Channel : <Shared during onboarding>

Sample Response

"BankName™" :
"BankTitle":

"BankName" :
"BankTitle":
"BankShortName"™:

15
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CURL

curl -L -X POST' <BASE_URlLtilities/GetBanks' - H 'Content - Type: application/json’ -H 'X-I1BM-
Client -1d: 9bd84207- 3310- 7bc2- b8e4- b5c6aef68 baf' -H 'X - IBM-Client -

Secret:  N6dJ8bQ6iF5xd5jg1hF3fy8fu6asS7sfOplHpF20X4sN2vK3bJ5 ' -H 'X -
Channel: <Shared during onboarding>' -- data-raw "

16
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Get Billing Companies List

ThisAPlreturnsall Af t Ay3 O2YLI yASaQ AYyF2NNIGAZ2Y FNRBY O2y TAAd:
populate parameters in other APIs, such as Subscriber and Retailer utility bill inquiry and payment use cases.

CKSNBE Aa y2 Ll ef2lRequest. 1KS 062Re 2F (KAa !tLQa
Categories (Sub Business) of billing companies include:

Electricity
Telephone

Gas

Internet

Water

Solar

Education Fee

Credit Card Payments
Government Fees/Credit Card
Investments

Others

=4 =4 =4 =4 -4 4 -4 -4 -8 -8 -8

Endpoint URL: <BASIRL>/utilities/GetBillCompanies
Operation Name: GetBillCompanies

Time-Out: 140 Sec

Request Attributes
Request Header Parameters

The header parametesIBM-Clientld and X-IBM-ClientSecretare mandatory for all API calls, and are used
to authenticate the requester. ThéChanneparameter determines the channel calling the API.

X-IBM-Clientld | API Authentication credential Yes
X-IBM-Client API Authentication credential Yes
Secret
X-Channel 11 For Sandbox, X Channel will be shared at the tir Yes
onboarding.
9 For Production, X Channel will be shared at the
of Production onboarding.

17
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Response Attributes

Request Bodyarameters

ResponseCode | String Yes
ResponseMessag String Yes
Business Array No
Name String No
SubBusiness String No

Response Codes

0 Successful execution

1 Error inprocessing request

-1 Exception occured

2 Session Validation Failed
001 Insufficient sender balance
012 Generic error (EWP Error codes)
014 Header of Header element incorrect
015 Invalid Body or body element
401 INVALID CREDENTIALS
403 NOTAUTHORIZED
404 Not Found
500 Internal Server Error

Sample Request Headers

X- IBM- Client - 1d : 1d73464a465d5dee1886f0dbf8f67ab0
X- IBM- Client - Secret : 79bbcc980cd3268cb26ff46a50607221
X- Channel : <Shared during onboarding>

18
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Sample Response

"MName": "FESCO"

“Mame": “PESCO™,

"SubBusine

“"Name" :

"SubBusiness™: "Internet™

CURL

curl -L -X POST'<sBASE_URL#itilities/GetBillCompanies ' -H 'Content -Type: application/json’
H "X -1BM-Client -Id: 9bd84207- 3310- 7bc2- b8e4- b5c6aef68baf’ -H 'X - IBM- Client -

Secret: N6dJ8bQ6iF5xd5jg1hF3fy8fu6asS7sfOpIHpF20X4sN2vK3bJ5' - H 'X -
Channel: <Shared during onboarding>' -- data-raw "

19
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Get Loan Companies

This API returns all loan repayment companies information from configuration. The information fofRthi

is used to populate parameters in other APIs.

CKSNB Aa y2

LI 8t2FrR Ay GKS

Endpoint URL: <BASE URL>/utilities/GetLoanCompanies

Operation Name: GetLoanCompanies

Time-Out: 140 Sec

Request Attributes

Request Header Parameters

02R®&
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The header parametensIBM-Clientld and X-IBM-ClientSecretare mandatory for all API calls, and are
used to authenticate the requester. TikeChanneparameter determines the channel calling the API.

onboarding.

9 For Production, X Channel will be shared at the

of Production onboarding.

X-IBM-Clientld API Authentication credential Yes
X-IBM-Client APl Authentication credential Yes
Secret

X-Channel 1 For Sandbox, X Channel will be shared at the tir Yes

Response Attributes

Response Body Parameters

ResponseCode String Yes
ResponseMessage String Yes
Business Array No
Name String No
SubBusiness String No

20
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Response Codes

0 Successful execution

1 Error in processing request

-1 Exception occured

2 Session Validation Failed
001 Insufficient sender balance
012 Generic error (EWP Error codes)
014 Header of Header element incorrect
015 Invalid Body or body element
401 INVALID CREDENTIALS
403 NOT AUTHORIZED
404 Not Found
500 Internal Server Error
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Sample Request Headers

X- IBM- Client - Id : 1d73464a465d5dee1886f0dbf8f67ab0
X- IBM- Client - Secret : 79bbcc980cd3268cbh26ff46a50607221
X- Channel : <Shared during onboarding>

Sample Response

"Name":

"SubBus

curl -L -X POST'<BASE_URL>/utilities/ GetLoanFeeCompanies -H 'Content - Type: application/json'
H "X -1BM-Client -Id: 9bd84207- 3310- 7bc2- b8e4- b5c6aef68baf’ -H 'X - IBM- Client -

Secret:  N6dJ8bQ6iF5xd5jg1hF3fy8fu6asS7sfOplHpF20X4sN2vK3bJ5' - H 'X -

Channel: <Shared during onboarding>' -- data-raw "
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Get Fee Companies

easypaisa

This API returns all fee companies information from configuration. The information from thisu&Bdl it
populate parameters in other APlIs.

CKSNB Aa y2

LI 8t2FrR Ay GKS

Endpoint URL: <BASE URL>/utilities/GetFeeCompanies

Operation Name: GetFeeCompanies

Time-Out: 140 Sec

Request Attributes

Request Header Parameters

02R®&

27

KA &

't LQa

The header parametensIBM-Clientld and X-IBM-ClientSecretare mandatory for all API calls, and are
used to authenticate the requester. TikeChanneparameter determines the channel calling the API.

onboarding.

9 For Production, X Channel will be shared at the

of Production onboarding.

X-IBM-Clientld API Authentication credential Yes
X-IBM-Client APl Authentication credential Yes
Secret

X-Channel 1 For Sandbox, X Channel will be shared at the tir Yes

Response Attributes

Response Body Parameters

ResponseCode String Yes
ResponseMessage String Yes
Business Array No
Name String No
SubBusiness String No

23
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Response Codes

easypaisa

0 Successful execution

1 Error in processing request

-1 Exception occured

2 Session Validation Failed
001 Insufficient sender balance
012 Generic error (EWP Error codes)
014 Header of Header element incorrect
015 Invalid Body or body element
401 INVALID CREDENTIALS
403 NOT AUTHORIZED
404 Not Found
500 Internal Server Error

Sample Request Headers

X- IBM- Client
X- IBM- Client - Secret :
X- Channel : <Shared during onboarding>

Sample Response

- 1d : 1d73464a465d5dee1886f0dbf8f67ab0
79bbcc980cd3268ch26ff46a50607221
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CURL

curl -L -X POST'<BASE_URL#itilities/GetLoanFeeCompanies ' -H'Content -Type: application/json’
H 'X-1BM-Client -Id: 9bd84207- 3310- 7bc2- b8e4- b5c6aef68baf’ -H 'X - IBM-Client -

Secret: N6dJ8bQ6iF5xd5jg1hF3fy8fu6asS7sfOplHpF20X4sN2vK3bJ5' -H 'X -
Channel: <Shared during onboarding>' -- data-raw "
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BVS Login
BVS OTP Generation

This API generates and sendsiedigit onetime password (OTP) to the specified MSISDN(retailer). This OTP
can then be utilized for calling tH&VS LogiAPI.

Endpoint URLBASE_URL>/RetailerBVSLogin/OTPGeneration

Operation Name: BVSOTPGeneration
Time-Out: 140 Sec

PreRequisites

1. MSISDN must be valid and in correct format

Request Attributes

Request Header Parameters
The header parametersI|BM-Clientld and X-IBM-ClientSecretare mandatory for all API calls, and are used
to authenticate the requester. Thé¢Chanrl parameter determines the channel calling the API.

X-IBM-ClientId API| Authentication credential Yes
X-IBM-ClientSecret| AP| Authentication credential Yes
X-Channel Name of the channel calling the API Yes

Request Body Parameters

MSISDN WSGOFAETSNI a{L{5b &adlNIAY Yes
to be sent. This will be also provided at BVS Login.
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easypaisa
Responsédttributes
Response Body Parameters
ResponseCode String Yes
ResponseMessage String Yes

Response Codes

0 Successful execution
1 Error in processing request
-1 Exception occured
99 Client not found
2035 ExceptionOccurred (AKSA API)

Sample Request Headers

X- IBM- Client
X- IBM- Client - Secret

X- Channel : bvsgateway
Sample Request

"M5ISDN™

"92345460

27
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CURL

curl --location --regquest POST "<BASE_URL>/RetailerBVsLogin/OTPGensration”
--header Channel: b
--header 'X-IBM-Client-

--header "X-IBM-Client-Secret: 79bbc

--header 'Content-Type: application/json’

--data-raw "{
"MSISDN": "
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BVS Login

This API creates a session for the specified retailer, and returns a session ID and an OAuth token. In
subsequent API calls, this session ID and OAuth token will be required.

Endpoint URL*BASE_URL>/RetailerBVSLogin/
Operation NameBVSLogin

Session Expiration: 40 minutes

Time-Out: 140 Sec

PreRequisites

1. Retailer account must be valid and active
2. OTP must be correct

Request Attributes

Request Header Parameters

The header parametepsIBM-Clientld and X-IBM-ClientSecretare mandataey for all API calls, and are used
to authenticate the requester. ThéChanneparameter determines the channel calling the API.

X-IBM-ClientId API| Authentication credential Yes
X-IBM-ClientSecret APl Authentication credential Yes
X-Channel Name of the channel calling the API Yes

Request Body Parameters

User ID and MSISDN of the retailer in format: Yes
92MSISDN@RetailerlD

Pin Pin of the retailer Yes

OTP Six digit oneime password sent in the OTP Generat Yes
API call
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Response Attributes

Response Body Parameters

ResponseCode String Yes
ResponseMessage String Yes
AccessToken String No
SessionID String No

Response Codes

0 Successful execution
1 Error in processing request
-1 Exception occured
704 Client not found
762 OTP_NOT_MATCHED
2035 ExceptionOccurred (AKSA API)
8215 RETAILER_ACCOUNT_BLOCKED
8217 RETAILER_ACCOUNT_CLOSED
8218 RETAILER_ACCOUNT_SUSPENDED
8219 RETAILER_ACCOUNT_HOLDER_BLOCKED
8220 RETAILER_ACCOUNT_HOLDER_CLOSED
8221 RETAILER_ACCOUNT_HOLDER_SUSPENDEL

Sample Request Headers

X- IBM- Client -1d : 1d73464a465d5dee1886f0dbf8f67ab0
X- IBM- Client - Secret : 79bbcc980cd3268cb26ff46a50607221

X- Channel : bvsgateway

Sample Request

"OTP":

" jsepts

mpipT: "
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Sample Response

"cessionlD™:

CURL

curl --location --reguest POS {BASE_URL>/RetailerBVSLogin/ "
--header Channel: \

--header 'X-IBM-Client-Id: : 64a465d5deel

--header 'X-IBM-Client-5 : 78bbc

--header "Content-Type: application/jsom®

--data-raw "{
"OTR" -
"User™:

"Pin"®:
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Login

Encryption Guidelines
There are some values that need to be encrypted before communicating with the APIs. The parameters
that need to be encrypted will state in description of how to construct the plaintext string and what to
encrypt.

This section contagtechnical specifications of the implemented encryption and a code snippet written in
Java to assist developers.

9 Encryption algorithmRSA
9 Complete qualifier for algorithmRSA/ECB/PKCS1Padding
1 Key size2048bit

T Key:Public key will behared for encryption upon request

Obtaining RSA Public Key
In order to obtain the RSA public key for encryption, please visit the developer portal and sign up for an
account. After confirming your developer portal account via email, please proceed #&becee new
application on the developer portal.

Keep the client ID and secret pair safe, as the client secret is only shown once. Please proceed to the Help
section of the developer portal and go to Contact Us. Fill in the form with your informatikimg care to

provide the email address that was used to sign up on the developer portdlen please provide the
following information in the message:

9 Subject: Request for Sandbox Public RSA key
fUser name on developer portal
9 Application Name on devaper portal

1 Client ID for the application Upon verification of all the above information, you will receive the public
RSA key on the email address provided in the contact us form.
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Encryption code

class RSAEncryption {

Exception {

PublicKey getPublicKey (String filename)

byte| | keyBytes Files.readAllBytes (Paths.get(filename));

X509EncodedKeySpec spec
X589Enca ‘¢ (keyBytes);

KeyFactory kf - KeyFactory.ge stance("RSA");
kf.generatePublic(spec);

String encrypt(String data, PublicKey publ
Exception {
Cipher cipher Cipher
cipher.init(Cipher.ENCRYPT

setInstance ("RSA/ECB/PKCS1Padding™);
MODE, publicKey);

String(Base64.getEncoder() .encodeToString(cipher.doFinal(data.getBytes())));

! A

1
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Encryption Function call

class MainClass {
void main(String[] args) {
String inputEnc "https://webhook.site/ab6714175-6f54-4cc9-aa23-
S5elbdcde3Ba5",;
{

ing outputEnc RSAEncryption.encrypt(inputEnc,

RSAEncryption.getPublicK 'C:/public_key.der"));
em.out.println(outputEnc);

‘intStackTrace();
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LoginPage
ThisAPI generates an HTML page to present to the user to enter login credentials for all calls to non BVS APIs,
with two text input fields:

1 Username¢ if a subscriber is logging in, the input would be MSISDN starting with 0 (e.g.
03451234567), if retailer isodgiging in, input would be userid@MPOS starting with 92 (e.g.
1234@923451122334)

1 Password; the pin of the user.

Endpoint URLBASE URL>/LoginAPbgin?Channel=&Callback=
Operation Name: LogiPage

Session Expiratior minutes idle timeout

Time-Out: 140 sec

PreRequisites

1. Subscriber or retailer account must be registered
2. Subscriber or retailer account must be active

Request Attributes
Request Header Parameters

TheTimestampparameter returned in response must be stored for the generationdbXhkValue for every
subsequent API call after login.

Query String Parameters

Channel Name of the channel calling the API Yes

Callback RSAencrypted callback URL to which a detailed JS( Yes
response will be sent.

Response Attributes

Response Body Parameters

ResponseCode String Yes
ResponseMessage String Yes
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Response Body Parameters (SentCallback URL)

ResponseCode String Yes
ResponseMessage String Yes
User String No
Timestamp String No

Response Codes

0 Successful execution

1 Error in processing request
-1 Exception occured

3 Invalid input parameters.
401 INVALID CREDENTIALS
403 NOT AUTHORIZED
404 Not Found
500 Internal Server Error

Sample Request Headers

https://<BASE_URL>/LoginAPI/Login?Chart&rared during
onboarding&Callback=YHNkSgm+HBuZPytYkLZJpYrAkJ8twaWS0DUxvD/chNwa6f3ESntthaG9gAKPVd06p99
w368bK46szml1IKeBhMFJIw3VMJLos4ttixXXaTJ97e2qS+f4zAspzrTrlGgHHHAKDQt+1ORxca+69PwWAICLMeU2.
By6FDMZAYIXJEPZ62il+tWDekBskexPXGbKIaDYASRFUR1a/7VI8VENDIUpIkYrn2wuoVVPBGXP0O7g8VSENTHC
0zVIi5VRKa+Y3mAQg5IstDXpnxik+iSXMhpvwtipYyWT8z4Po7vCOIiFiN48WS|dim5tyL e GvEHNgvakZFqTBrobb80

hkkNSCILQzA==

Sample Response

After user enters login credentials and clicks Submit on HTML page
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Sample Response sent to Callback URL

"User®: "1

"Timestamp"™:

P11D.4fRFuqu _JEleHpIP?PHLWHWUQPEu;

/Lt

yWTEz4Po7wC01FiN4EWSjdimStyLeavEHngvakZFgTEr ”bbhﬁhhinLlLuh
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Use cases

Subscriber IBFT
Subscriber IBANquiry

This API initiates an inquiry againstEasypaisanobile account to bank account transfer request.

easypaisa

Endpoint URL&BASE URL>/SubscriberIBFT/Inquiry

Operation Name: BankAccountinquiry

Time-Out: 140 Sec

Third Party Client

)

MSISON/ PIN

Gateway

MSISON/ PIN

)

/-

Inquiry

code, user, ti

Logi

(

Success?? (m@issage,

stamp)

. {message, e)
{Message, Code} v /lln

Get Banks

Successiul lopn
TTE
Banks

X Hash

E ndryptcd
iy
—

Bank Detail Inquiry Req

/ BT O\
Inquiry

'

Bank List
(Subscriber IBFT
Inquiry
Decrypt X
Hash
yowahid *—H"}h e
| Valid X hash

—~  Response

Response

0

Figure5: Subscriber IBFT Inquiry

PreRequisites

Subscriber must be logged in

bR

Limits

38
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Request Attributes
RequesHeader Parameter

To generate theX-HashValueheader, please follow the steps:

1. Concatenate subscrib&dSISDNstarting with 92 with the Timestamp paranetreturned in the
response of Ericsson Login use case API, and a tilde (~) sign in between. a. Example:
923451234567~20203-29 09:09:40.859254

2. Encrypt this string as shown in the Encryption section of this document and assign the value to
XHashvalue heder.

The header parameters-IBM-Clientld and X-IBM-ClientSecretare mandatory for all API calls, and are
used to authenticate the requester. TheCkhannel parameter determines the channel calling the API.

X-IBM-ClientId API| Authentication credential Yes
X- IBM-ClientSecret | APl Authentication credential Yes
X-Channel M For Sandbox, X Channel will | Yes

shared at the time of onboarding.

1 For Production X Channel will bg
shared at the time ofProduction
onboarding

X-HashValue Encrypted string generated as shown| Yes
above steps

RequesBody Parameter

Amount Amount in rupees Yes

Account Number Account number of the bank accour Yes
to transfer to

Bank Title Title of the bank Yes

MSDISDN MSISDN of the subscriber starting | Yes

GAOK WYWhHQ
RecieverMSDISDN | MSISDN of the receiver starting with Yes

WoH Q
Bank Short name Short name of the bank Yes
Transaction Purpose| Transaction purpose code Yes
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Transaction Purpose Codes

0251 Family Support

0336 Education

0112 Business

0358 Transport

0307 Credit Card Payment
0252 Medical Payment

0315 Online Purchase

0350 Miscellaneous Payments

Response Attributes

Response Body Parameters

Response Code String Yes
Response Message | String Yes
Transaction String No
Reference

Transaction Status | String No
Tax Fee String No
Name String No
Bank Name String No
Branch String No
User Name String No
ReceiverIBAN String No

Response Codes

0 Successful execution

1 Error in processing request

-1 Exception occured

2 Session Validation Failed
001 Insufficient sender balance
012 Generic error (EWP Error codes)
014 Header of Header element incorrect
015 Invalid Body or body element
401 INVALID CREDENTIALS
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403 NOT AUTHORIZED
404 Not Found
500 Internal Server Error

Sample Request Headers

X-IBM-Clientld: 1d73464a465d5dee1886f0dbf8f67ab0
X-IBM-ClientSecret:79bbcc980cd3268cb26ff46a50607221
X-Channel:<Shared during onboarding>

X-HashValue:

fC/SMIIMpKDZNytfBUgsCA7kdwmsVxzEXKZrLKSeriyVICx87D4pi9FeoTVeczlUoCwM40
jSbxV1YfVo7NI6bfQOWGEMGqp6qVALZoDp9pOmckGaSK937WCzuclW+GvPgOjVLQ3SfU/6
pmNBt3mI7Vhlqy/ypx+tGKIW2sjJ4Gz50Fuljlp/LAI7ixowlG8YPJ1RQpfDLoX9w4oMPc
Cl+QsOcazrAmKkTWwiTKA7uqgvJ9pSOKRo+4HrbpkEMg9+KeKgvJtgncjEn5wDqplw+YGJ6
M+cIFHOIROc3sn6WsZMJ1Eawf3dfASp7xdJaMVEpgb#igg0ZrcpnSxGrHIA==

SampleRajuest

"Ac countMumber®:
"BankTitle™
"MSISDN™:
"ReceiverMsISDN™:

ortiame" :

"Bankhame" :
“Branch": "1LIk
"Username®: "

"ReceiverIBAN™: ™'
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CURL

curl -- location -- request POST' <BASE_URLISubscriberlBFT/  Inquiry’
-- header 'X-Channel: <Shared during onboarding> ' \
-- header ' X-IBM-Client -1d: 1d73464a465d5deel1886f0dbf8f67ab0 ' \
-- header ' X-IBM- Client - Secret : 79bbcc980cd3268ch26ff46a50607221 ' \
-- header 'X-Hash
Value: RSGTIIF/UNXx5x1fHUTM9/MMGu7Pk/ZvHIifn9t4J/haOBcix4wFLaW6SPtWOBJBZY7FAqZAVWLIWpKkG62E+Nmiu
VwceY6rFf BNF1zw6uuDOWXulXB/qcZmBcGOIWGKKIMHXF+nJj887wHVsWJjW1P3h69VhY7hU6v99KIDONV48YPotG5s
gRN3JOzjEiJ+Cipr5nV8YM07aiB7VS/TIOvWicmYFqFtXelZ6ZjPRen3zESOQY5tONINrtw6 QURC4AUM4iFQgSEDASWIYQ
1Wvt+01dIJmPzbYF7jT6PrF60tOFfn0uoFoF66 G TZKOLOXWAIc80YmVc1SA}="
-- header 'Content - Type: application/json' \
-- data -raw {
"AccountNumber" : "00020000011005325" ,
"BankTitle" : "MOD}
"MSISDN" "923435220042" ,
"ReceiverMSISDN" : "923495060643" ,
"BankShortName": "MOD!
"TransactionPurpose" : "0350",
"Amount": "100"
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Subscriber IBFT Transfer

This APl initiates a transfer againstEasypaisanobile account to bank account
Endpoint URL&BASE URL>/SubscriberIBFT/Transfer
Operation Name: MAtoBankTransfer

Time-Out: 140 Sec

easypaisa

Figure6: Subscriber IBFT Transfer

PreRequisites

Subscriber must be logged in

Subscriber must have sufficient funds for the transaction
Destination bank account details must be valid

lY2dzyi aKz2dzZ R 6S fSaa GKIy GKS
Limits
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43















































































































































































































































































































































































































































































































