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Introduction to API Gateways 

An API Gateway is an API management server that has information about endpoints. It is also capable of 
performing authentication, rate limiting, load balancing, and more. An API Gateway is an important 
concept in micro services architecture. It acts an entry point for external clients (that is not part of the 
micro service system) and application.  

Why We Need API Gateway 

Consider a case study of a complex page (Product page) of an e-commerce application. If we look at the 
below page of Amazon product listing, we can see a lot of information needed to be rendered by this 
specific page. 

As all micro services have been deployed separately on a different server, if a client wants to access these 
services, at least seven (7) calls have to be requested for a single page. 

 

Figure 1: Accessing Microservices through direct call 

Seven different calls will be made for calling serviced. Performance, resource consumption and load time will 
be affected. The clients are closely coupled with all the services, and if Reviews and rating micro services are 
separated in two different services, the client code needs to be updated. One call will be made to get reviews, 
and other to get ratings, which will affect the performance and load time. 
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Resolution 

The recommended solution and approach to avoid multiple call is an API Gateway. An API Gateway acts a 
layer between the Client and micro services. It is front-facing service for all of the micro services. Any client 
who wants to access the micro services, will only call API gateway. API Gateway further makes a call to the 
required micro services and gets the response. This process is called API Composition. 

 

Figure 2: Accessing Microservice through API Gateway 
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Overview of the API DeveloperΩǎ guide 
 

This API Developer guide will help you to understand the process of getting started over Telenor Mobile 

Banking Open API platform. TMB Open API platform facilitate developers and different corporate 

clients/companies in offering digital payments services on web portals and applications, e.g. Bill Payments & 

Interbank funds transfer. 

 This document will define on-boarding process in brief and simple manner, to help external users of TMB 

Open API platform. 

 

BACKEND SYSTEMS

I NTEGRATI ON LAYER

APPLI CATI ON LAYER

PRESENTATI ON LAYER

Mobile
Devices

Web 
Access

RepositoryReport ing

 

Figure 3: TMB Open API Platform 
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Intended Audience of the document 
 

¶ Telenor Bank Internal Users 

¶ Telenor Bank external users/clients 

¶ Developers 

¶ Fintechs 

TMB Open API platform 
 

TMB Open API is a complete, modern, intuitive and scalable API platform that allows creating, securely 

exposing, managing, throttling and monetizing APIs across so that users can power digital applications.  

 

Components of TMB Open API Platform 
 

Management System (API Manager) and Gateway Service  
 

Major components of TMB Open platform are Management System (API Manager) and Gateway Service. 

TMB Open API Platform helps organizations quickly jump into the API economy. It enables them to innovate 

faster, reach new customers and gain competitive advantages by facilitating the rapid delivery of applications 

and services. 

DeveloperΩǎ Portal 
 

The TMB DeveloperΩǎ Portal provides a customizable self-service web-based portal to application developers 

to explore, discover, and subscribe to TMB Open APIs. Application developers can access the Developer Portal 

UI to register their applications, discover APIs, use the required APIs in their applications (with access 

approval where necessary), and subsequently deploy those applications.  

The DeveloperΩǎ Portal additional features includes Forums, Blogs, and Comments for socialization and 
collaboration. API consumers can also view analytics information about the APIs that are used by an 
application or used within a consumer organization. 
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Figure 4: API Open Platform 

 

Getting Started  
 

Using TMB Open API developer portal, external users can browse through the use-cases which are published 

by TMB as an open API service and can identify the use-case as per their need. TMB developer portal is a full 

ǎƻƭǳǘƛƻƴ ŦƻǊ ŜȄǘŜǊƴŀƭ ǳǎŜǊǎ ǘƻ ƛƴǘŜƎǊŀǘŜ Ǿƛŀ ¢a. hǇŜƴ !tLΩǎΦ  

You can access TMB developer portal through following link. 

Sandbox Environment: www.sandbox.developer.easypaisa.com.pk 

Production Environment: www.developer.easypaisa.com.pk 

 

1. Browsing and Accessing !tLΩǎ 
 

TMB Open API Platform facilitate users to ōǊƻǿǎŜ ǘƘǊƻǳƎƘ ŀƭƭ ǘƘŜ ŀǾŀƛƭŀōƭŜ !tLΩǎ ŀƴŘ ƛŘŜƴǘƛŦȅ ǿƘƛŎƘ !tL ōŜǎǘ 

Ŧƛǘǎ ǿƛǘƘ ǘƘŜƛǊ ǊŜǉǳƛǊŜƳŜƴǘǎΦ .Ŝƭƻǿ ƳŜƴǘƛƻƴŜŘ ŀǊŜ ǎƻƳŜ ŜȄŀƳǇƭŜǎ ƻŦ ŀǾŀƛƭŀōƭŜ ƻǇŜƴ !tLΩǎΤ 

¶ Bill Payments. 

¶ Interbank Funds transfer. 

¶ Easypaisa Account registration. 

Specifications, Request/Response packet, Response codes and other details are available for all available 

!tLΩǎ ǘƻ ƎƛǾŜ ƛƴǎƛƎƘǘ ƻŦ !tL ǘƻ ǘƘŜ ǳǎŜǊ. 

  

http://www.sandbox.developer.easypaisa.com.pk/
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2. Register & Sign up 
 

Creating an account over TMB Open API platform is free and easy. Simple sign up and self-registration process 

allows the externals to create their accounts before testing any API. When an external user gets registered 

he will be assigned a unique Client ID and Client secret. These credentials will allow the external users to 

ŀŎŎŜǎǎ ǘƘŜ !tLΩǎ ƻǾŜǊ ǎŀƴŘōƻȄ ŜƴǾƛǊƻƴƳŜƴǘΦ   ΨContact UsΩ ŀƴŘ ΨSupportΩ is available for users to get their 

integration queries clarified. 

3. Create test application 
 

Once the user creates account, he will ōŜ ŀƭƭƻǿŜŘ ǘƻ ŀŎŎŜǎǎ ǘƘŜ ¢a. ǎŀƴŘōƻȄ ŜƴǾƛǊƻƴƳŜƴǘ !tLΩǎΣ to 

ŜȄǇŜǊƛƳŜƴǘ ǘƘŜ ƛƴǘŜƎǊŀǘƛƻƴ ƻŦ ǎŀƳǇƭŜ ŎƻŘŜǎ ŀƴŘ !tLΩǎΦ Documentation for each API will be available to 

provide insight and help the user.  

Users will be able to integrate and test their applications hassle free inn sandbox environment. ΨContact UsΩ 

ŀƴŘ ΨSupportΩ ƛǎ ŀǾŀƛƭŀōƭŜ ŦƻǊ ǳǎŜǊǎ ǘƻ ŦƻǊ ŀƴȅ ƘŜƭǇ ǊŜǉǳƛǊŜŘΦ  

 

4. Business Onboarding  
 

hƴŎŜ ȅƻǳ ƘŀǾŜ ǎƛƎƴŜŘ ǳǇ ǘƻ ǘƘŜ 9ŀǎȅǇŀƛǎŀ 5ŜǾŜƭƻǇŜǊΩǎ ǇƻǊǘŀƭ ŀƴŘ ǿŀƴǘ ǘƻ ǳǘƛƭƛȊŜ ƻǳǊ !tLΩǎΣ ȅƻǳ ƘŀǾŜ ǘƻ ƎŜǘ ƛƴ 

touch with our business teams. The business onboarding will be done in parallel with the development. The 

business onboarding entails number of steps including;  

¶ Vendor onboarding 

¶ Contract signing 

¶ Billing charges agreement and much more.  

5. Go-live Production application 
 

After integration and sandbox testing, user can request for production environment access, over developer 

portal. For production environment access, users have to sign a contract with TMB (where applicable). TMB 

sales or business team will get in touch for the contractual requirements with the external user and to finalize 

the product pricing with client against each API.  

Once the user is done with business and contractual requirements, he will go to the production developer 

portal and create an account, once the account is created, he will be able to create apps and subscribe to 

ǇǊƻŘǳŎǘƛƻƴ !tLΩǎ. Upon app creation Client ID, and Client Secret will be generated on developer portal which 

will be used in the header parameter of every API. Please note, Client Secret only appears on the screen for 

one time so do not miss it.  

For production environment team will also provide 1 JIRA ID to the user where they will raise production 

support tickets to the team in case of any issue. 
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Requesting Staging Inventory for Testing 
 

In order to test the APIs, inventory must be created for staging. Then, this will be used to populate parameters 

for API requests, for example; Retailer user ID, PIN and MPOS, or Subscriber MSISDN and PIN pair, test bill 

consumer number, test bank account numbers etc. 

For requesting this inventory, please visit the developer portal and sign up for an account. After confirming 

your developer portal account via email, please proceed to create a new application on the developer portal. 

Keep the Client ID and Secret pair safe, as the client secret is only shown once. Please proceed to the Help 

section of the developer portal and go to Contact Us. Fill in the form with your information, make sure to 

provide the email address that was used to sign up on the developer portal. Then please provide the following 

information in the message: 

ω Subject: Request for Staging Inventory for Testing 

ω User name on developer portal 

ω Application Name on developer portal 

ω Client ID for the application 

¶ API product name for which inventory is required 

¶ API name for which inventory is required 

¶ Parameters whose values are required 

 

Upon verification of all the above information, you will receive the inventory for testing on the email address, 

provided in the Contact us form.  
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Utilities 
Following APIs are used in different use cases to fetch relevant data, in order to complete end to end flow 

of APIs. 

Get Banks List 
 

¢Ƙƛǎ !tL ǊŜǘǳǊƴǎ ŀƭƭ ōŀƴƪǎΩ ƛƴŦƻǊƳŀǘƛƻƴ ŦǊƻƳ ŎƻƴŦƛƎǳǊŀǘƛƻƴΦ ¢ƘŜ ƛƴŦƻǊƳŀǘƛƻƴ ŦǊƻƳ ǘƘƛǎ !tL ƛǎ ǳǎŜŘ ǘƻ ǇƻǇǳƭŀǘŜ 

parameters in other APIs, such as Subscriber and Retailer IBFT inquiry and transfer use cases.  

¢ƘŜǊŜ ƛǎ ƴƻ ǇŀȅƭƻŀŘ ƛƴ ǘƘŜ ōƻŘȅ ƻŦ ǘƘƛǎ !tLΩǎ ǊŜǉǳŜǎǘΦ 

Endpoint URL: <BASE URL>/utilities/GetBanks  

Operation Name: GetBanks 

Time-Out: 140 Sec 

Request Attributes 
 

Request Header Parameters  

 

The header parameters X-IBM-Client-Id and X-IBM-Client-Secret are mandatory for all API calls, and are 

used to authenticate the requester. The X-Channel parameter determines the channel calling the API. 

Parameter Name Description Mandatory 

X-IMB-Client-Id API Authentication credential Yes 
X-IBM-Client-Secret API Authentication credential Yes 
X-Channel ¶ For Sandbox, X Channel will be shared at the time 

of onboarding. 

¶ For Production, X Channel will be shared at the 

time of Production onboarding. 

Yes 

 

Response Attributes 
 

Request Body Parameters 

 

Parameter Name Description Mandatory 

ResponseCode String Yes 
ResponseMessage String Yes 
Banks Array No 
BankName String No 
BankTitle String No 
BankShortName String No 
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Response Codes 
 

Response Code Description 
0 Successful execution 
1 Error in processing request 
-1 Exception occured 
2 Session Validation Failed 

001 Insufficient sender balance 
012 Generic error (EWP Error codes) 
014 Header of Header element incorrect 
015 Invalid Body or body element 
401 INVALID CREDENTIALS 
403 NOT AUTHORIZED 
404 Not Found 
500 Internal Server Error 

 

Sample Request Headers 

X- IBM- Client - Id : 1d73464a465d5dee1886f0dbf8f67ab0  

X- IBM- Client - Secret : 79bbcc980cd3268cb26ff46a50607221  

 X- Channel :  <Shared during onboarding>  

 

Sample Response 

 

 

 

  



Telenor API Gateway 5ŜǾŜƭƻǇŜǊΩǎ Guide 

16 
 

CURL 
 

curl  - L - X POST ' <BASE_URL>/utilities/GetBanks'  - H 'Content - Type:  application/json'  - H 'X - IBM-

Client - Id:  9bd84207- 3310- 7bc2- b8e4- b5c6aef68 baf'  - H 'X - IBM- Client -

Secret:  N6dJ8bQ6iF5xd5jg1hF3fy8fu6asS7sf0pIHpF2oX4sN2vK3bJ5 '  - H 'X -

Channel:  <Shared during  onboarding>'  -- data - raw ''  
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Get Billing Companies List  
 

This API returns all ōƛƭƭƛƴƎ ŎƻƳǇŀƴƛŜǎΩ ƛƴŦƻǊƳŀǘƛƻƴ ŦǊƻƳ ŎƻƴŦƛƎǳǊŀǘƛƻƴΦ ¢ƘŜ ƛƴŦƻǊƳŀǘƛƻƴ ŦǊƻƳ ǘƘƛǎ !tL ƛǎ ǳǎŜŘ ǘƻ 
populate parameters in other APIs, such as Subscriber and Retailer utility bill inquiry and payment use cases. 

¢ƘŜǊŜ ƛǎ ƴƻ ǇŀȅƭƻŀŘ ƛƴ ǘƘŜ ōƻŘȅ ƻŦ ǘƘƛǎ !tLΩǎ request. 

Categories (Sub Business) of billing companies include: 

¶ Electricity 

¶ Telephone  
¶ Gas  
¶ Internet  
¶ Water  
¶ Solar  
¶ Education Fee  
¶ Credit Card Payments  
¶ Government Fees/Credit Card  
¶ Investments  
¶ Others 

 

Endpoint URL: <BASE URL>/utilities/GetBillCompanies 

Operation Name: GetBillCompanies 

Time-Out: 140 Sec 

 

Request Attributes 
 

Request Header Parameters 

 

The header parameters X-IBM-Client-Id and X-IBM-Client-Secret are mandatory for all API calls, and are used 
to authenticate the requester. The X-Channel parameter determines the channel calling the API. 

 

Parameter Name Description Mandatory 

X-IBM-Client-Id API Authentication credential Yes 
X-IBM-Client-
Secret 

API Authentication credential Yes 

X-Channel ¶ For Sandbox, X Channel will be shared at the time of 

onboarding. 

¶ For Production, X Channel will be shared at the time 

of Production onboarding. 

Yes 
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Response Attributes 
 

Request Body Parameters 

 

Parameter Name Description Mandatory 

ResponseCode String Yes 
ResponseMessage String Yes 
Business Array No 
Name String No 
SubBusiness String No 

 

Response Codes 
 

Response Code Description 
0 Successful execution 
1 Error in processing request 
-1 Exception occured 
2 Session Validation Failed 

001 Insufficient sender balance 
012 Generic error (EWP Error codes) 
014 Header of Header element incorrect 
015 Invalid Body or body element 
401 INVALID CREDENTIALS 

403 NOT AUTHORIZED 
404 Not Found 
500 Internal Server Error 

 

Sample Request Headers 

 

X- IBM- Client - Id : 1d73464a465d5dee1886f0dbf8f67ab0  

X- IBM- Client - Secret : 79bbcc980cd3268cb26ff46a50607221  

X- Channel : <Shared during onboarding>  
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Sample Response 

 

 

 

CURL 
 

curl  - L - X POST '<BASE_URL>/utilities/GetBillCompanies '  - H 'Content - Type:  application/json'  -

H 'X - IBM- Client - Id:  9bd84207- 3310- 7bc2- b8e4- b5c6aef68baf'  - H 'X - IBM- Client -

Secret:  N6dJ8bQ6iF5xd5jg1hF3fy8fu6asS7sf0pIHpF2oX4sN2vK3bJ5'  - H 'X -

Channel:  <Shared during  onboarding>'  -- data - raw ''  
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Get Loan Companies 
 

This API returns all loan repayment companies information from configuration. The information from this API 
is used to populate parameters in other APIs. 

¢ƘŜǊŜ ƛǎ ƴƻ ǇŀȅƭƻŀŘ ƛƴ ǘƘŜ ōƻŘȅ ƻŦ ǘƘƛǎ !tLΩǎ ǊŜǉǳŜǎǘΦ 

Endpoint URL: <BASE URL>/utilities/GetLoanCompanies 

Operation Name: GetLoanCompanies 

Time-Out: 140 Sec 

Request Attributes 
 

Request Header Parameters 

 

The header parameters X-IBM-Client-Id and X-IBM-Client-Secret are mandatory for all API calls, and are 
used to authenticate the requester. The X-Channel parameter determines the channel calling the API. 

Parameter Name Description Mandatory 

X-IBM-Client-Id API Authentication credential Yes 
X-IBM-Client-
Secret 

API Authentication credential Yes 

X-Channel ¶ For Sandbox, X Channel will be shared at the time of 

onboarding. 

¶ For Production, X Channel will be shared at the time 

of Production onboarding. 

Yes 

 

Response Attributes 
 

Response Body Parameters 

 

Parameter Name Data Type Mandatory 

ResponseCode String Yes 
ResponseMessage String Yes 
Business Array No 
Name String No 
SubBusiness String No 
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Response Codes 
 

Response Code Description 

0 Successful execution 
1 Error in processing request 
-1 Exception occured 
2 Session Validation Failed 

001 Insufficient sender balance 
012 Generic error (EWP Error codes) 
014 Header of Header element incorrect 
015 Invalid Body or body element 
401 INVALID CREDENTIALS 
403 NOT AUTHORIZED 
404 Not Found 
500 Internal Server Error 
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Sample Request Headers 

 

X- IBM- Client - Id : 1d73464a465d5dee1886f0dbf8f67ab0  

X- IBM- Client - Secret : 79bbcc980cd3268cb26ff46a50607221  

X- Channel : <Shared during onboarding> 

 

Sample Response 

 

 

CURL 
 

curl  - L - X POST '<BASE_URL>/utilities/ GetLoanFeeCompanies'  - H 'Content - Type:  application/json'  -

H 'X - IBM- Client - Id:  9bd84207- 3310- 7bc2- b8e4- b5c6aef68baf'  - H 'X - IBM- Client -

Secret:  N6dJ8bQ6iF5xd5jg1hF3fy8fu6asS7sf0pIHpF2oX4sN2vK3bJ5'  - H 'X -

Channel:  <Shared during  onboarding>'  -- data - raw ''  
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Get Fee Companies 
 

This API returns all fee companies information from configuration. The information from this API is used to 
populate parameters in other APIs. 

¢ƘŜǊŜ ƛǎ ƴƻ ǇŀȅƭƻŀŘ ƛƴ ǘƘŜ ōƻŘȅ ƻŦ ǘƘƛǎ !tLΩǎ ǊŜǉǳŜǎǘΦ 

Endpoint URL: <BASE URL>/utilities/GetFeeCompanies 

Operation Name: GetFeeCompanies 

Time-Out: 140 Sec 

Request Attributes 
 

Request Header Parameters 

 

The header parameters X-IBM-Client-Id and X-IBM-Client-Secret are mandatory for all API calls, and are 
used to authenticate the requester. The X-Channel parameter determines the channel calling the API. 

Parameter Name Description Mandatory 

X-IBM-Client-Id API Authentication credential Yes 
X-IBM-Client-
Secret 

API Authentication credential Yes 

X-Channel ¶ For Sandbox, X Channel will be shared at the time of 

onboarding. 

¶ For Production, X Channel will be shared at the time 

of Production onboarding. 

Yes 

 

Response Attributes 
 

Response Body Parameters 

 

Parameter Name Data Type Mandatory 

ResponseCode String Yes 
ResponseMessage String Yes 
Business Array No 
Name String No 
SubBusiness String No 
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Response Codes 
 

Response Code Description 

0 Successful execution 
1 Error in processing request 
-1 Exception occured 
2 Session Validation Failed 

001 Insufficient sender balance 
012 Generic error (EWP Error codes) 
014 Header of Header element incorrect 
015 Invalid Body or body element 
401 INVALID CREDENTIALS 
403 NOT AUTHORIZED 
404 Not Found 
500 Internal Server Error 

 

Sample Request Headers 

 

X- IBM- Client - Id : 1d73464a465d5dee1886f0dbf8f67ab0  

X- IBM- Client - Secret : 79bbcc980cd3268cb26ff46a50607221  

X- Channel : <Shared during onboarding> 

 

Sample Response 
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CURL 
 

curl  - L - X POST '<BASE_URL>/utilities/GetLoanFeeCompanies '  - H 'Content - Type:  application/json'  -

H 'X - IBM- Client - Id:  9bd84207- 3310- 7bc2- b8e4- b5c6aef68baf'  - H 'X - IBM- Client -

Secret:  N6dJ8bQ6iF5xd5jg1hF3fy8fu6asS7sf0pIHpF2oX4sN2vK3bJ5'  - H 'X -

Channel:  <Shared during  onboarding>'  -- data - raw ''  
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BVS Login 

BVS OTP Generation 
 

This API generates and sends a six-digit one-time password (OTP) to the specified MSISDN(retailer). This OTP 

can then be utilized for calling the BVS Login API. 

Endpoint URL: <BASE_URL>/RetailerBVSLogin/OTPGeneration 

Operation Name: BVSOTPGeneration 

Time-Out: 140 Sec 

Pre-Requisites 

 

1. MSISDN must be valid and in correct format 
 

Request Attributes 
 

Request Header Parameters 

The header parameters X-IBM-Client-Id and X-IBM-Client-Secret are mandatory for all API calls, and are used 

to authenticate the requester. The X-Channel parameter determines the channel calling the API. 

 

Parameter Name Descriptio
n 

Mandatory 

X-IBM-Client-Id API Authentication credential Yes 
X-IBM-Client-Secret API Authentication credential Yes 
X-Channel   Name of the channel calling the API Yes 

 

Request Body Parameters 

 

Parameter Name Description Mandatory 

MSISDN wŜǘŀƛƭŜǊ a{L{5b ǎǘŀǊǘƛƴƎ ǿƛǘƘ ΨфнΩ ƻƴ ǿƘƛŎƘ ǘƘŜ h¢t ƛǎ 
to be sent. This will be also provided at BVS Login. 

Yes 
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Response Attributes 
 

Response Body Parameters 

 

Parameter Name Data Type Mandatory 

ResponseCode String Yes 
ResponseMessage String Yes 

 

Response Codes 
 

Response Code Description 

0 Successful execution 
1 Error in processing request 
-1 Exception occured 
99 Client not found 

2035 ExceptionOccurred (AKSA API) 

 

Sample Request Headers 

 

X- IBM- Client - Id : 1d73464a465d5dee1886f0dbf8f67ab0  

 

X- IBM- Client - Secret : 79bbcc980cd3268cb26ff46a50607221  

 

X- Channel : bvsgateway  

Sample Request 

 

 

Sample Response 

 

 

  



Telenor API Gateway 5ŜǾŜƭƻǇŜǊΩǎ Guide 

28 
 

CURL 
 

 

  



Telenor API Gateway 5ŜǾŜƭƻǇŜǊΩǎ Guide 

29 
 

BVS Login 
 

This API creates a session for the specified retailer, and returns a session ID and an OAuth token. In 

subsequent API calls, this session ID and OAuth token will be required. 

Endpoint URL: <BASE_URL>/RetailerBVSLogin/ 

Operation Name: BVSLogin 

Session Expiration: 40 minutes 

Time-Out: 140 Sec 

Pre-Requisites 

 

1. Retailer account must be valid and active 

2. OTP must be correct 

Request Attributes 
 

Request Header Parameters 

 

The header parameters X-IBM-Client-Id and X-IBM-Client-Secret are mandatory for all API calls, and are used 

to authenticate the requester. The X-Channel parameter determines the channel calling the API. 

 

Parameter Name Descripti
on 

Mandatory 

X-IBM-Client-Id API Authentication credential Yes 

X-IBM-Client-Secret API Authentication credential Yes 

X-Channel    Name of the channel calling the API Yes 

 

Request Body Parameters 

 

Parameter Name Description Mandatory 

User ID and MSISDN of the retailer in format: 
92MSISDN@RetailerID 

Yes 

Pin Pin of the retailer Yes 

OTP Six digit one-time password sent in the OTP Generation 
API call 

Yes 
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Response Attributes 
 

Response Body Parameters 

 

Parameter Name Data Type Mandatory 
ResponseCode String Yes 

ResponseMessage String Yes 

AccessToken String No 

SessionID String No 

 

Response Codes 
 

Response Code Description 
0 Successful execution 

1 Error in processing request 

-1 Exception occured 

704 Client not found 

762 OTP_NOT_MATCHED 

2035 ExceptionOccurred (AKSA API) 

8215 RETAILER_ACCOUNT_BLOCKED 

8217 RETAILER_ACCOUNT_CLOSED 

8218 RETAILER_ACCOUNT_SUSPENDED 

8219 RETAILER_ACCOUNT_HOLDER_BLOCKED 

8220 RETAILER_ACCOUNT_HOLDER_CLOSED 

8221 RETAILER_ACCOUNT_HOLDER_SUSPENDED 

 

Sample Request Headers 

 

X- IBM- Client - Id : 1d73464a465d5dee1886f0dbf8f67ab0  

 

X- IBM- Client - Secret : 79bbcc980cd3268cb26ff46a50607221  

 

X- Channel : bvsgateway  

 

Sample Request 
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Sample Response 

 

 

CURL 
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Login  

Encryption Guidelines 
There are some values that need to be encrypted before communicating with the APIs. The parameters 

that need to be encrypted will state in description of how to construct the plaintext string and what to 

encrypt.  

This section contains technical specifications of the implemented encryption and a code snippet written in 

Java to assist developers.  

¶ Encryption algorithm: RSA  

¶ Complete qualifier for algorithm: RSA/ECB/PKCS1Padding  

¶ Key size: 2048-bit  

¶ Key: Public key will be shared for encryption upon request 

Obtaining RSA Public Key  
In order to obtain the RSA public key for encryption, please visit the developer portal and sign up for an 

account. After confirming your developer portal account via email, please proceed to create a new 

application on the developer portal.  

Keep the client ID and secret pair safe, as the client secret is only shown once. Please proceed to the Help 

section of the developer portal and go to Contact Us. Fill in the form with your information, taking care to 

provide the email address that was used to sign up on the developer portal. Then please provide the 

following information in the message:  

¶ Subject: Request for Sandbox Public RSA key  

¶ User name on developer portal  

¶ Application Name on developer portal  

¶ Client ID for the application Upon verification of all the above information, you will receive the public 

RSA key on the email address provided in the contact us form. 
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Encryption code 
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Encryption Function call 
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Login Page  
This API generates an HTML page to present to the user to enter login credentials for all calls to non BVS APIs, 

with two text input fields: 

¶ Username ς if a subscriber is logging in, the input would be MSISDN starting with 0 (e.g. 

03451234567), if retailer is logging in, input would be userid@MPOS starting with 92 (e.g. 

1234@923451122334) 

¶ Password ς the pin of the user. 

Endpoint URL: <BASE URL>/LoginAPI/Login?Channel=&Callback= 

Operation Name: LoginPage 

Session Expiration: 5 minutes idle timeout 

Time-Out: 140 sec 

Pre-Requisites 

 

1. Subscriber or retailer account must be registered 
2. Subscriber or retailer account must be active 

Request Attributes 
 

Request Header Parameters 

 

The Timestamp parameter returned in response must be stored for the generation of X-Hash-Value for every 

subsequent API call after login. 

Query String Parameters 

Parameter Name Description Mandatory 

Channel Name of the channel calling the API Yes 

Callback RSA encrypted callback URL to which a detailed JSON 
response will be sent. 

Yes 

 

Response Attributes 
 

Response Body Parameters 

 

Parameter Name Data Type Mandatory 
ResponseCode String Yes 

ResponseMessage String Yes 
 

  

http://localhost:7800/tmfbservice/v1/BillInquiry
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Response Body Parameters (Sent to Callback URL) 

 

Parameter Name Data Type Mandatory 
ResponseCode String Yes 
ResponseMessage String Yes 
User String No 
Timestamp String No 

 

Response Codes 
 

Response Code Description 

0 Successful execution 
1 Error in processing request 
-1 Exception occured 
3 Invalid input parameters. 

401 INVALID CREDENTIALS 
403 NOT AUTHORIZED 
404 Not Found  
500 Internal Server Error 

 

Sample Request Headers 

 

https://<BASE_URL>/LoginAPI/Login?Channel=<Shared during 

onboarding>&Callback=YHNkSgm+HBuZPytYkLZJpYrAkJ8fwaWS0DUxvD/chNwa6f3ESntthaG9qAKPVd06p99

w368bK46szm1IKeBhMFJw3VMJLos4ttxXXaTJ97e2qS+f4zAspzrTr1GqHHHAKDQt+1ORxca+69PwAICLMeU2JI

By6FDMZAYIXJEpZ62iI+tWDekBskcxPXGbKlaDYA5RFuR1q/7V98VENplUpIkYrn2wuoVVPBGXP07g8VSEnTt02j

ozVLt5VRKa+Y3mAg5lsfDXpnxjk+jSXMhpvwtipYyWT8z4Po7vCOiFiN48WSjdim5tyLeGvEHngvakZFqTBr9bb80

hkkNSCiLQzA== 

Sample Response 

 

After user enters login credentials and clicks Submit on HTML page 
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Sample Response sent to Callback URL 

 

CURL 
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Use cases 

Subscriber IBFT 

Subscriber IBFT Inquiry 
 

This API initiates an inquiry against an Easypaisa mobile account to bank account transfer request.  

Endpoint URL: <BASE URL>/SubscriberIBFT/Inquiry 

Operation Name: BankAccountInquiry 

Time-Out: 140 Sec 

 

Figure 5: Subscriber IBFT Inquiry 

Pre-Requisites  

 

1. Subscriber must be logged in. 

2. Subscriber must have sufficient funds for the transaction 

3. Destination bank account details must be valid 

4. Amount should be less than the ǊŜŎŜƛǾŜǊΩǎ ŀǾŀƛƭŀōƭŜ 5ŀƛƭȅΣ aƻƴǘƘƭȅ ƻǊ ¸ŜŀǊƭȅ ¢ǊŀƴǎŀŎǘƛƻƴ !Ƴƻǳƴǘ 

Limits 
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Request Attributes 
 

Request Header Parameter 

 

To generate the X-Hash-Value header, please follow the steps:  

1. Concatenate subscriber MSISDN starting with 92 with the Timestamp parameter returned in the 

response of Ericsson Login use case API, and a tilde (~) sign in between. a. Example: 

923451234567~2021-03-29 09:09:40.859254 

2. Encrypt this string as shown in the Encryption section of this document and assign the value to 

XHash-Value header.  

The header parameters X-IBM-Client-Id and X-IBM-Client-Secret are mandatory for all API calls, and are 

used to authenticate the requester. The X-Channel parameter determines the channel calling the API. 

 

Parameter Name  Description  Mandatory 

X-IBM-Client-Id API Authentication credential Yes 

X- IBM-Client-Secret API Authentication credential Yes 

X-Channel ¶ For Sandbox, X Channel will be 

shared at the time of onboarding. 

¶ For Production, X Channel will be 

shared at the time of Production 

onboarding. 

Yes 

X-Hash-Value Encrypted string generated as shown in 

above steps 

Yes 

 

Request Body Parameter 

 

Parameter Name  Description  Mandatory 

Amount Amount in rupees Yes 

Account Number Account number of the bank account 

to transfer to 

Yes 

Bank Title Title of the bank Yes 

MSDISDN MSISDN of the subscriber starting 

ǿƛǘƘ ΨфнΩ 

Yes 

RecieverMSDISDN MSISDN of the receiver starting with 

ΨфнΩ 

Yes 

Bank Short name Short name of the bank Yes 

Transaction Purpose Transaction purpose code Yes 
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Transaction Purpose Codes 

  

Code Transaction Reason  

0251 Family Support 

0336 Education 

0112 Business 

0358 Transport 

0307 Credit Card Payment 

0252 Medical Payment 

0315 Online Purchase 

0350 Miscellaneous Payments 

 

Response Attributes 
 

Response Body Parameters 

 

Parameter Name Description  Mandatory 

Response Code String Yes 

Response Message String Yes 

Transaction 

Reference 

String No 

Transaction Status String No 

Tax Fee String No 

Name String No 

Bank Name String No 

Branch String No 

User Name String No 

ReceiverIBAN String No 

 

Response Codes 
 

Response Code Description 

0 Successful execution 

1 Error in processing request 

-1 Exception occured 

2 Session Validation Failed 

001 Insufficient sender balance 

012 Generic error (EWP Error codes) 

014 Header of Header element incorrect 

015 Invalid Body or body element 

401 INVALID CREDENTIALS 
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403 NOT AUTHORIZED 

404 Not Found 

500 Internal Server Error 

 

Sample Request Headers  

 

X-IBM-Client-Id: 1d73464a465d5dee1886f0dbf8f67ab0  

X-IBM-Client-Secret: 79bbcc980cd3268cb26ff46a50607221  

 X-Channel: <Shared during onboarding> 

X-Hash-Value:  

fC/SmIJMpKDZNytfBUgsCA7kdwmsVxzExKZrLKSeriyVICx87D4pi9FeoTVeczIUoCwM4O 

jSbxV1YfVo7NI6bfQoWGEMGqp6qVALZoDp9pOmckGaSK937WCzuclW+GvPg0jVLQ3SfU/6 

pmNBt3ml7VhIqy/ypx+tGKlW2sjJ4Gz50Fu1jIp/LAI7ixowIG8YPJ1RQpfDLoX9w4oMPc 

Cl+QsOcazrAmkTWwiTKA7uqgvJ9pSOKRo+4HrbpkEMq9+KeKgvJtgncjEn5wDqplw+YGJ6 

M+clFH0lROc3sn6WsZMJ1Eawf3dfASp7xdJaMCgItfE8pGegg0Zrcpn5xGrHlA==  

Sample Request 

 

 

Sample Response 
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CURL 
 

curl  -- location  -- request  POST ' <BASE_URL>/ SubscriberIBFT/ Inquiry'  \  

-- header  'X - Channel :  <Shared during onboarding> '  \  

-- header  ' X- IBM- Client - Id :  1d73464a465d5dee1886f0dbf8f67ab0 '  \  

-- header  ' X- IBM- Client - Secret :  79bbcc980cd3268cb26ff46a50607221 '  \  

-- header  'X - Hash-

Value:  RSGTliF/UNx5x1fHuTM9/MMGu7Pk/ZvHIifn9t4J/haOBcix4wFLaW6SPtWOBjBZY7FAqZAVWLJwpkG62E+NmiuY5E

VwcY6rFfBNF1zw6uuDOWXulXB/qcZmBcG0iWGKKIMHXF+nJj887wHVsWJjW1P3h69VhY7hU6v99KJD0NV48YPotG5sM6qwCf2

qRN3JOzjEiJ+Cipr5nV8YM07aiB7VS/TlOvWtcmYFqFtXeIZ6ZjPRen3zESOQY5t0NlNrtw6QURC4Um4iFQgsEDASWiYQm60i

1Wvt+o1dJmPzbYF7jT6PrF6otOFfn0uoFoF66GTZK0LOXWAlc80YmVc1SA==' \  

-- header  'Content - Type:  application/json'  \  

-- data - raw '{  

    "AccountNumber" :  "00020000011005325" ,  

    "BankTitle" :  "MOD",  

    "MSISDN":  "923435220042" ,  

    "ReceiverMSISDN" :  "923495060643" ,  

    "BankShortName" :  "MOD",  

    "TransactionPurpose" :  "0350" ,  

    "Amount" :  "100"  
} '  
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Subscriber IBFT Transfer 
 

This API initiates a transfer against an Easypaisa mobile account to bank account 

Endpoint URL: <BASE URL>/SubscriberIBFT/Transfer 

Operation Name: MAtoBankTransfer 

Time-Out: 140 Sec 

 

Figure 6: Subscriber IBFT Transfer 

Pre-Requisites  

 

1. Subscriber must be logged in 

2. Subscriber must have sufficient funds for the transaction 

3. Destination bank account details must be valid 

4. !Ƴƻǳƴǘ ǎƘƻǳƭŘ ōŜ ƭŜǎǎ ǘƘŀƴ ǘƘŜ ǊŜŎŜƛǾŜǊΩǎ ŀǾŀƛƭŀōƭŜ 5ŀƛƭȅΣ aƻƴǘƘƭȅ ƻǊ ¸ŜŀǊƭȅ ¢ǊŀƴǎŀŎǘƛƻƴ !Ƴƻǳƴǘ 

Limits 










































































































































































































































































































































